INCREASED TERROR THREAT LEVEL

IN SWEDEN

2023-08-17

On the 17th of August the Swedish security agency, S&po, announced an
elevation in the terrorist threat level - from a 3 (elevated threat) to a 4 (high
threat).

Despite no immediate evidence of an impending attack, Sapo cited a

noteworthy shift that has occurred over the past year. Sweden has transitioned

from being a "legitimate" target to a "prioritized" target for attacks - particularly

within the spectrum of general threats against Western countries. The security agency's
evaluation underlines their expectation of prolonged period of security instability.

Trends and background
Al-gaeda and Al-shabaab's impact

Over the weekend 12-13 August, Al-Qaeda published a statement calling for
“revenge” against Sweden and Denmark after the Quran burning incidents in both
countries. Other organisations involved in terrorism, Al-Shabaab, has also
threatened Sweden. However, Al-Shabaab operations are concentrated in the Horn
of Africa, especially in Somalia, so its capabilities in Europe are limited. Moreover,
Hassan Nasrallah, leader of the Shiite militant group Hezbollah in Lebanon,
declared that Sweden would be considered a country "at war with Islam and
Muslims" if the desecration of the Quran continued, and that Muslims should
“punish” those who facilitate attacks on the Quran.

These statements raise the risk for lone-wolf attacks against Swedish domestic and
foreign security in the short term. These actors might act in accordance with the
exhortations from larger terrorist organisations. In the long term (six to 12 months),
the risk of attacks by larger terrorist organisations is likely to increase. Primary
attacks are likely to target large events, touristic places, Christian religious sites,
and transportation hubs.

Vulnerabilities beyond borders

Notably, Swedish diplomats and facilities abroad have become vulnerable targets,
as demonstrated by recent attacks on the Swedish embassy in Baghdad and the
attack on the Swedish consulate employee in Izmir. The escalating risks also
include larger terrorist organisations, with projected possibilities of inducing attacks
over a longer time frame/horizon. Prime targets include major events, tourist
destinations, christian religious sites, and transportation hubs.
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Economic and diplomatic repercussions
Global impact on Swedish economy

International repercussions have begun materializing, as various countries, including
the US, Australia, Canada, and the UK, have issued travel advisories due to the
heightened level of threat in Sweden. The potential for terrorist attacks has cast a
shadow on economic prospects, leading to postponed investments, canceled business
trips, and reduced tourism. Boycotts of Swedish products, called for by hezbollah's
leader and others, could further strain the Swedish economy.

Managing the unfolding situation
Ongoing concerns and preparedness

In response to the evolving scenario, Swedish authorities are reviewing the public order
act to empower the police in declining future quran burnings. This expected change,
however, lacks majority parliamentary support at present. The upcoming Stockholm
culture festival, and other upcoming large events in Sweden, emphasizes the
importance of vigilance at large gatherings, underscoring the dynamic nature of the
threat landscape.

Sépo's recommendations
Proactive measures and counteraction

The heightened terrorist threat level serves as a call to action for various societal actors,
including government agencies and corporations, to take appropriate measures to
safeguard their operations. SAPO prioritizes personnel security, physical security, and
information security as critical aspects of counteracting terrorist attacks. Recognizing
the role of disinformation in exacerbating security challenges, SAPO encourages
scrutiny of sources and the dissemination of accurate information to combat these
issuea. This approach is vital to curbing the dissemination of false rumors, especially
during ongoing security incidents.

In the short term, 2Secure's recommendations are as follows:
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Recomendations

Do you want to know more about how
this situation can affect your employees
or your business?

Contact 2Secure or email
info@2secure.se

MSB Checklist
https://www.msb.se/sv/rad-till-privatpersoner/forbered-dig-for-kris/

MSB training
https://webbutbildning.msb.se/utb/terrorberedskap/player.htm?nw=true#page 1606378789108 2Secure
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2Secure can support organisations and individuals
to better understand the risks and threats
domestically and internationally, provide strategic
advice, monitor the situation domestically and
internationally, provide relevant training, and
review crisis management and emergency
procedures. For more information, contact

info@2secure.se




